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Abstract The security of weapon storage warehouses is a critical concern that requires an access control 

system with exceptionally high reliability, particularly in minimizing false acceptance, where unauthorized 

individuals are incorrectly granted access. In high-risk facilities, even a single false acceptance incident 

can lead to serious security consequences. Conventional systems based on physical keys or access cards 

present limitations, including risks of loss, duplication, and access forgery. Therefore, a biometric-based 

solution is necessary to enhance identification accuracy and strengthen overall security. This study aims 

to design and implement a reliable, high-security facial-recognition-based access control system for 

weapon storage facilities. The proposed system integrates a Multi-task Cascaded Convolutional Neural 

Network (MTCNN) for face detection, FaceNet for feature extraction, and a Support Vector Machine (SVM) 

for identity classification. The system is implemented as a standalone application on an edge computing 

device (mini PC) integrated with an electronic door lock. All detection and decision-making processes are 

performed locally without reliance on cloud services. System evaluation was conducted under various 

testing scenarios, including variations in lighting intensity, camera distance, facial attributes, and 

unregistered face testing. Experimental results show that the system achieved an accuracy of 96.25%. A 

precision of 100% indicates that no unauthorized access was granted. The recall reached 92.50%, reflecting 

a small proportion of rejected authorized users. The F1-score of 96.11% demonstrates balanced 

performance. The False Acceptance Rate was 0%, confirming complete prevention of illegal access. The 

False Rejection Rate was 7.50%, which remains acceptable in high-risk security environments. The system 

consistently rejected all unregistered faces and operated in real time with an average door unlocking 

response time of approximately 1.3 seconds. In conclusion, the proposed system provides reliable 

recognition performance with a strong emphasis on preventing false acceptance. These findings indicate 

its suitability for enhancing security in high-risk weapon storage facilities. 

 

Keywords Face recognition, MTCNN, FaceNet, Support Vector Machine, access control security. 

I. Introduction 

The rapid advancement of information technology has 
had a significant impact on various aspects of life, 
including the field of security [1]. In the current digital 
era, threats to both physical and data security have 
become increasingly complex, necessitating a security 
system capable of providing effective, intelligent, and 
responsive protection. In a military context, security 
aspects are paramount as they pertain directly to 
personnel safety and the protection of a nation's 
strategic assets [2]. One of the critical facilities 
requiring a high level of security is the weapons storage 
warehouse, which stores various combat equipment 
and ammunition [3]. In practice, most weapon security 
systems in several Indonesian military institutions still 
rely on conventional methods, such as manual keys, 
padlocks, or access cards [4]. While these methods 
provide a degree of physical security, they possess 

inherent limitations, such as the loss of physical keys, 
the risk of access duplication, and the lack of 
automated user activity logs [4]. These conditions 
increase the probability of unauthorized access and 
complicate both the auditing process and the early 
detection of security breaches [5]. With the continuous 
advancement of biometric technology, face recognition 
systems have emerged as a potential solution to 
enhance access security in high-risk facilities [6]. This 
system leverages individuals' unique facial 
characteristics, captured by cameras and processed 
with image processing algorithms and machine 
learning, to ensure access is granted exclusively to 
registered and verified personnel. In addition to its non-
contact nature, face recognition operates 
autonomously and in real-time, thereby reducing 
reliance on human intervention and minimizing errors 
resulting from human oversight [6], [7]. 
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In high-security environments such as weapon 
storage facilities, access control systems must operate 
under strict operational constraints, including time-
critical access, minimal physical interaction, and high 
reliability. Unlike fingerprint-based systems, which 
require direct contact and may be affected by the use 
of gloves or environmental conditions, face recognition 
provides a non-contact and rapid authentication 
mechanism. Compared to iris recognition, which often 
requires precise positioning and specialized sensors, 
face recognition offers greater flexibility and ease of 
deployment using standard camera devices. 
Furthermore, unlike token-based methods such as 
access cards or RFID, facial biometrics are inherently 
non-transferable, significantly reducing the risk of 
credential sharing or unauthorized use. These 
characteristics make face recognition particularly 
suitable for military applications, where both security 
and operational efficiency are critical. 

Various previous studies have developed face 
recognition systems using a range of detection, feature 
extraction, and classification methods [8]. 
Nevertheless, a number of existing approaches still 
face limitations, such as high computational overhead 
that complicates implementation on small-scale 
hardware, and a reliance on cloud infrastructure, which 
potentially introduces latency and additional security 
risks in the form of biometric data interception [9]. 
These conditions pose a distinct challenge to 
implementing face recognition systems in military 
operational environments, which demand high 
reliability, rapid response times, and stringent data 
security. Furthermore, most existing research remains 
focused solely on enhancing recognition accuracy 
without considering comprehensive system security 
aspects, particularly the risk of false acceptance in 
high-security environments such as military weapon 
storage warehouses [10]. Despite these 
advancements, a clear research gap remains in the 
development of face recognition-based access control 
systems specifically designed for high-security 
environments. Most existing studies primarily 
emphasize recognition accuracy without explicitly 
addressing the critical requirement of minimizing false 
acceptance in security-sensitive applications. In 
addition, several approaches still rely on cloud-based 
architectures or high-performance computing 
resources, which may introduce latency and increase 
the risk of biometric data exposure. Furthermore, 
limited attention has been given to evaluating system 
robustness under realistic operational conditions, such 
as variations in illumination, user distance, and facial 
attributes. Therefore, there is a need for a face 
recognition system that integrates computational 
efficiency, edge-based deployment, and a security-

oriented decision strategy to ensure reliable and safe 
access control in weapon storage environments. 

This gap becomes particularly critical in weapon 
storage security, where the consequences of system 
failure are severe. In such environments, false 
acceptance errors carry far more severe consequences 
than false rejections, as they potentially grant 
unauthorized individuals access to firearms and 
ammunition. Consequently, this study is designed to 
function not only as a biometric identification system 
but also as a critical decision-making mechanism for 
high-security environments. In such settings, access 
reliability and the mitigation of false acceptance risks 
are prioritized over the mere attainment of high 
recognition accuracy. To address these challenges, 
this study proposes a weapon storage warehouse 
access control system based on face recognition, 
integrating the Multi-task Cascaded Convolutional 
Neural Network (MTCNN) for face detection, FaceNet 
for feature extraction, and Support Vector Machine 
(SVM) as the identity classifier. The selection of SVM 
as the final classifier aims to establish more stable and 
well-defined decision boundaries within the 128-
dimensional embedding space generated by FaceNet, 
making it suitable for high-risk security environments. 
Unlike several previous systems that rely on cloud-
based processing, the system proposed in this study is 
designed to operate as a standalone application on an 
edge computing device, thereby reducing latency and 
mitigating the risk of biometric data breaches. 

While MTCNN, FaceNet, and SVM have been 
widely used in face recognition systems, most existing 
studies primarily focus on improving recognition 
accuracy without explicitly addressing the security 
requirements of high-risk environments. In contrast, 
this study emphasizes a security-oriented system 
design, where the integration of MTCNN, FaceNet, and 
SVM is specifically optimized to minimize the risk of 
false acceptance (FAR = 0%), which is critical in 
weapon storage applications. Furthermore, the 
proposed system is implemented on an edge 
computing platform, enabling real-time processing 
without reliance on cloud infrastructure, thereby 
reducing latency and potential data exposure risks. 
Unlike conventional approaches that primarily 
emphasize recognition accuracy, this study adopts a 
security-oriented decision strategy. A high decision 
threshold is applied to enforce strict access control, 
even at the cost of increased false rejection. Therefore, 
the novelty of this study lies not only in the combination 
of algorithms but also in the system-level optimization 
and security-driven design tailored for high-risk 
operational environments. 

The objective of this study is to design and 
implement a secure, reliable, and real-time face 
recognition-based access control system for weapon 
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storage warehouses, taking into account recognition 
accuracy, system response time, and access security 
risks. The entire face recognition process is executed 
locally on a mini PC integrated with a relay module and 
an electric drop bolt lock. Consequently, the 
authentication process can be performed in real time 
without dependency on external network connections, 
while simultaneously enhancing system resilience 
against cybersecurity threats. The developed system is 
also designed to withstand real-world operational 
conditions, such as variations in illumination intensity, 
capture distance, and user face attributes. The primary 
contributions of this study are summarized as follows: 

1. Design of a face recognition-based weapon 

storage warehouse access control system that 

operates autonomously within an edge computing 

environment, eliminating dependency on cloud 

infrastructure to enhance data security and reduce 

latency. 

2. Integration of MTCNN, FaceNet, and SVM within 

a security-oriented framework, explicitly optimized 

to achieve a False Acceptance Rate (FAR) of 0%, 

prioritizing strict access control over conventional 

accuracy-focused approaches. 

3. Comprehensive evaluation of system 

performance under diverse real-world operational 

conditions, including variations in illumination, 

camera distance, facial attributes, and 

unregistered user scenarios, with a specific focus 

on robustness and security performance (FAR and 

FRR). 

4. Implementation of a digital access logging 

mechanism to support accountability and 

auditability in high-security weapon storage 

environments. 

Based on the conducted design and evaluation, the 
proposed system demonstrates a practical and reliable 
solution for enhancing access control security in high-
risk facilities. Furthermore, the edge computing-based 
approach and decision-making process oriented 
toward minimizing false acceptance are intended to 
serve as a reference for developing more secure and 
adaptive biometric security systems in the future. 

The remainder of this paper is organized as follows: 
First, a literature review regarding face recognition 
methods and biometric-based security systems is 
presented. Second, the methodology and the proposed 
system architecture are described, including the data 
preparation process and the model processing 
workflow. Third, the experimental results and the 
evaluation of system performance under various 
operational conditions are presented, followed by a 
detailed discussion. Finally, the conclusion and 
suggestions for future research directions are provided. 

II. Related Works 

Research pertaining to face recognition systems has 
been extensively developed and applied across various 
domains, such as attendance systems, smart home 
security, and access control for strategic facilities [6], 
[11]. Various approaches have been employed, 
ranging from classical feature-based methods to deep 
learning-based approaches, with the objective of 
enhancing the accuracy and reliability of face 
recognition systems [12]. Early approaches to face 
recognition generally relied on traditional feature 
extraction methods, such as Local Binary Pattern 
Histogram (LBPH) [13], [14]. Although this method is 
computationally efficient and relatively easy to 
implement, various studies have shown that its 
performance decreases significantly under variations in 
illumination, pose, and facial expression [15]. These 
limitations render classical feature-based methods less 
reliable for deployment in security systems operating in 
high-risk environments that demand high precision and 
performance stability. 

With the rapid advancement of deep learning 
technologies, Convolutional Neural Network (CNN)-
based approaches have been widely adopted to 
improve face recognition accuracy [16]. Several studies 
have implemented end-to-end CNN architectures for 
face detection, feature extraction, and identity 
classification, demonstrating significant performance 
improvements compared to classical methods [17]. 
Nevertheless, pure CNN-based approaches generally 
require substantial computational resources and 
relatively high inference time, making them less 
suitable for deployment on resource-constrained 
devices such as embedded systems or mini PCs, 
particularly in real-time scenarios [18]. As an alternative 
for the face detection stage, the Multi-task Cascaded 
Convolutional Neural Network (MTCNN) was 
introduced as a more robust face detector capable of 
handling variations in illumination and viewing angles, 
thereby enhancing the stability of face recognition 
systems under real-world operational conditions [19], 
[20], [21]. 

To address these limitations, several studies have 
adopted a hybrid approach by separating the feature 
extraction and identity classification stages [29]. 
Models such as FaceNet are employed to generate 
discriminative 128-dimensional facial embedding 
vectors, which are subsequently classified using 
machine learning algorithms such as Support Vector 
Machine (SVM) [22]. This approach is capable of 
maintaining high recognition accuracy while reducing 
computational complexity compared to end-to-end 
CNN architectures, and it has demonstrated good 
stability on medium-scale datasets with balanced class 
distributions.  
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From a system architecture perspective, several 
studies still rely on cloud-based processing for face 
recognition and biometric data storage. Although this 
approach offers scalability, dependence on cloud 
infrastructure may introduce latency and pose security 
and privacy risks due to the transmission of biometric 
data over external networks [23], [24]. Consequently, 
more recent studies have shifted toward edge or fog 
computing approaches, in which face recognition is 
performed locally to enhance real-time responsiveness 

and minimize exposure of sensitive data [25], [26]. This 
approach becomes particularly critical in high-security 
environments, such as military weapon storage 
warehouses, which require a high level of reliability, 
extremely low error tolerance, and strict access 
accountability. A comprehensive comparison of the 
position of this study relative to existing security 
systems is summarized in Table 1.    This comparison 
highlights the differences in methodology, 
implementation platform, and application domain.

Based on the comparison presented in Table 1, 
previous studies can be classified into two main 
approaches: non-biometric and biometric systems. 
Non-biometric security systems, such as those based 
on Radio Frequency Identification (RFID), are relatively 
easy to implement and involve low system complexity 
[27]. However, this approach has fundamental 
limitations in ensuring the validity of user identity, as it 
relies on physical media that are vulnerable to loss, 
unauthorized lending, or misuse [27], [28]. These 
limitations make non-biometric systems less suitable 
for deployment in high-security environments [29]. In 
contrast, biometric-based security systems, particularly 
those employing face recognition, offer a stronger level 
of authentication by leveraging the unique 
physiological characteristics of users [30]. 
Nevertheless, the literature indicates that face 
recognition systems still face several challenges, 
particularly in terms of computational efficiency, 
performance stability under real-world operational 
conditions, and biometric data security risks [31], [32]. 
These challenges become increasingly significant 
when such systems are deployed in critical security 

environments that demand extremely low error rates 
and fast, consistent system responses. 

In addition to authentication methods and system 
architecture, the selection of the final classification 
algorithm also has a significant impact on the efficiency 
and stability of face recognition systems [12], [33], 
particularly when deployed on edge devices with 
limited computational resources [9]. The k-Nearest 
Neighbor (KNN) method, although simple and easy to 
implement, is known to be sensitive to the curse of 
dimensionality when applied to high-dimensional 
embedding vectors [34]. This condition leads to 
increased inference latency and reduced system 
efficiency as the number of registered identities grows. 
Meanwhile, Random Forest offers strong non-linear 
classification capabilities; however, it is prone to 
overfitting when applied to datasets with a limited 
number of subjects, which may reduce the model’s 
generalization performance on unseen data [35], [36]. 
This limitation makes Random Forest less optimal for 
face recognition scenarios involving a relatively small 
number of identities but requiring high levels of 
accuracy and consistency [37]. In contrast, SVM offers 
the advantage of maximizing the separation margin 

Table 1. Comparison of Related Face Recognition-Based Security Systems 

Ref 
Face 

Detection 

Feature 

Extraction 
Classification Platform 

Application 

Domain 
Main Limitatiton 

[4] N/A RFID Tag RFID Reader Server 
Weapon rack 

security 

No biometric 

authentication 

[5] 
Haar 

Cascade 
CNN Softmax PC 

Attendance 

system 

Not designed for 

critical security 

[6] CNN CNN Softmax IoT Device Smart door 
Network latency and 

privacy risk 

[9] N/A 
Biometric 

features 

Cloud-based 

classifier 
Server 

Biometric 

identification 

Risk of data 

interception 

[55] 
Haar 

Cascade 

Handcrafted 

features 
KNN PC 

Attendance 

system 

Limited real-time 

performance 

[56] CNN CNN Softmax PC 
Face 

recognition 

High computational 

cost 

This 

Study 
MTCNN FaceNet SVM 

Embedded 

(Mini PC) 

Weapon 

warehouse 

security 

Low latency, high 

security, no cloud 

dependency 
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between classes in high-dimensional embedding 
spaces [38], [39]. This characteristic enables SVM to 
deliver stable and consistent performance on medium-
scale datasets with relatively balanced class 
distributions, while maintaining low inference latency. 
Therefore, SVM is considered more suitable for 
embedding-based face recognition scenarios, 

particularly when combined with feature extraction 
models that generate discriminative facial 
representations, such as FaceNet [22]. A comparison 
of the characteristics of several commonly used 
classification algorithms for facial embedding mapping 
is presented in Table 2. This comparison highlights 
their performance differences. 

Based on the literature review and comparative 
analysis, a research gap remains in the development 
of face recognition-based access control systems that 
not only focus on improving algorithmic accuracy but 
also consider computational efficiency, performance 
stability on edge devices, and system suitability for 
critical security environments. Therefore, this study 
proposes the integration of MTCNN as a face detector 
robust to environmental variations, FaceNet as a low-
dimensional embedding-based feature extractor, and 
SVM as the identity classifier within an edge computing 
system integrated with a door-locking mechanism [19], 
[22], [40], [41]. This approach is designed to achieve an 
optimal balance among recognition accuracy, 
response speed, and high security in weapon storage 
warehouse protection systems. 

Although numerous previous studies have 
demonstrated promising performance in the 
implementation of face recognition systems for access 
control and security applications, most of these 
approaches primarily focus on improving overall 
recognition accuracy. Specific security aspects, 
particularly the risk of false acceptance in high-security 
environments such as weapon storage warehouses, 
have not been extensively addressed. Moreover, 
several studies still rely on cloud-based infrastructures 
or high-performance computing devices, which may 
introduce latency and increase the risk of biometric 
data exposure. Therefore, a research gap remains in 
the development of face recognition systems capable 
of operating independently (standalone) on edge 
computing devices, with a primary focus on minimizing 

the risk of false acceptance to support the protection of 
critical military facilities. 

 

III. Methodology 

A. Proposed System 

The system proposed in this study is a face recognition-

based access control system designed to operate in a 

standalone (offline) manner and implemented in a critical 

security environment, specifically a weapon storage 

warehouse. All face recognition processes, decision-

making mechanisms, and access logging are performed 

locally on an edge device without dependence on 

external network connections or cloud services. This 

approach aims to minimize latency, enhance system 

reliability, and reduce the risk of biometric data leakage. 

The overall system architecture is illustrated in Fig. 1. 

The system consists of a USB camera as the facial 

image acquisition device, a mini-PC as the main 

Table 2. Comparison of Classification Algorithms for Face Embedding Mapping 

Algorithm 
High-Dimensional 

Stability 

Medium Dataset 

Performance 

Inference 

Latency 
Primary Limitation Ref 

KNN Poor Moderate High 
Sensitive to the curse of 

dimensionality 

[57], 

[58], [59] 

Random 

Forest 
Moderate Moderate Moderate 

Prone to overfitting on a 

limited number of subjects 
[60], [61] 

Softmax 

(DNN) 
High Low Low 

Requires a large-scale 

identity dataset 
[62], [63] 

SVM Excellence High Very Low 
Requires appropriate kernel 

and parameter selection 

[38], 

[39], [48] 

 

 
Fig. 1. System architecture and hardware 
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processing unit, and a relay module connected to an 

electric drop bolt lock serving as the door-locking 

actuator. When a user stands in front of the camera, the 

captured facial image is processed in real time by the 

mini PC using a combination of MTCNN, FaceNet, and 

Support Vector Machine (SVM) algorithms. All access 

attempts, whether granted or denied, are recorded and 

stored locally as access logs for security auditing 

purposes. The workflow of the face recognition and 

access control system is illustrated in Fig. 2. The process 

begins with facial image acquisition through the camera, 

followed by face detection using MTCNN. The detected 

face is then transformed into a 128-dimensional 

embedding vector using FaceNet and classified using 

SVM to determine the user’s identity. If the face is 

recognized as a registered personnel, the system 

activates the relay to unlock the door; otherwise, 

unrecognized faces are denied access and the door. 

The integration of face detection, embedding-based 

feature extraction, and classification on an edge device 

enables the system to provide real-time responses with 

a level of security appropriate for protecting a weapons 

storage warehouse. The hardware configuration used to 

implement the proposed system is described as follows. 

The proposed system was implemented on a mini PC 

(GMKtec M6 Ultra) equipped with an AMD Ryzen 7 

7640HS processor, 32 GB DDR5 RAM, and a 512 GB 

SSD. The system operates without a dedicated GPU, 

ensuring compatibility with edge computing 

environments and demonstrating the feasibility of real-

time face recognition on CPU-based devices. For image 

acquisition, a Logitech C922x HD Pro webcam with a 

resolution of 1080p was used to capture facial images 

during the authentication process. 

B. Dataset Collection 

This section describes the methodology for primary 

dataset acquisition and processing, which forms the 

foundation for the development of the weapon storage 

warehouse access control system. The dataset used in 

this study consists of primary data collected directly to 

support the development and evaluation of the face 

recognition-based access control system. The use of 

primary data is considered crucial to ensure that the 

model achieves a high level of reliability when deployed 

in real military operational scenarios. Military 

environments possess unique characteristics such as 

controlled access distance (0.5–1.5 m), variable 

illumination (10–150 lux), and operational facial 

attributes, which are often not represented in publicly 

available datasets. Therefore, on-site data collection 

provides improved validity and applicability for real-world 

deployment. 

This primary dataset was independently collected 

from 25 registered personnel with authorized access. To 

minimize intra-class variation and prevent identity bias, 

data acquisition was conducted across three recording 

sessions performed on different days to introduce 

natural appearance variations. For each individual, 240 

facial images were collected, resulting in a total dataset 

of 6,000 images. This medium-scale dataset, with a 

balanced class distribution across identities, is 

considered well-suited for evaluating the robustness of 

embedding-based classification algorithms in 

maintaining optimal inter-class separability. Detailed 

information regarding the dataset distribution used in this 

study is summarized in Table 3. 

The image acquisition process was conducted using 

a USB camera directly integrated with the edge 

computing unit in the form of a mini PC serving as the 

main processing device. Image capture was performed 

in an indoor environment designed to simulate the 

operational conditions of a weapon storage warehouse, 

without the use of artificial backgrounds or additional 

Table 3. Distribution of Dataset 

Category 
Total 

Personnel 

Images per 

Subject 

Total 

Images 

Training 

Set (80%) 
25 192 4,800 

Testing 

Set (20%) 
25 48 1,200 

Total 25 240 6,000 

 

 
Fig. 2. Operational flowchart access control 
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visual manipulation. The testing area had an 

approximate dimension of 4 × 5 meters with a consistent 

background and lighting conditions categorized into 

bright (100–150 lux) and dim (10–50 lux) environments. 

The camera was positioned at a fixed height of 1.5 

meters with a horizontal orientation and oriented 

horizontally to capture frontal facial images during the 

authentication process. The distance between the user 

and the camera was maintained between 0.5 and 1.5 

meters to ensure consistent image quality. To ensure 

reproducibility, several variables were controlled during 

the testing process. The background was kept 

consistent, with no significant visual distractions, and 

user movement was limited to natural standing positions 

in front of the camera. Variations were intentionally 

introduced only in specific test scenarios, such as 

changes in illumination, facial attributes, and user 

distance, to evaluate system robustness under realistic 

operational conditions.  

During the training dataset collection phase, facial 

images were captured without additional attributes to 

ensure clean and consistent data quality. Variations 

introduced at this stage included differences in lighting 

conditions (bright and dim) as well as pose variations, 

including frontal position (0°) and slight head rotation 

(±15°), to enhance the model’s generalization capability 

against changes in viewing angles. Meanwhile, system 

robustness testing was conducted separately by 

incorporating various facial attributes, such as the use of 

military helmets, caps, glasses, and more extreme facial 

pose variations. This scenario was designed to evaluate 

the system’s resilience under realistic operational 

conditions that may be encountered during field 

deployment. In addition, the evaluation also considered 

variations in the distance between the user and the 

camera to simulate a realistic authentication process. 

Prior to the training and evaluation stages, all facial 

images underwent a series of systematic preprocessing 

steps to ensure consistent feature representation. Face 

detection was performed using MTCNN to accurately 

obtain facial bounding box coordinates and key 

landmark points. Based on the detection results, the 

facial images were subsequently subjected to cropping 

and alignment processes to standardize their spatial 

configuration. The preprocessed images were then 

resized to 160 × 160 pixels to match the input 

requirements of the FaceNet model, and pixel values 

were normalized to maintain stability in the data 

distribution. Each facial image was subsequently 

transformed by the FaceNet model into a 128-

dimensional embedding vector that is robust to 

variations in illumination and facial pose. The overall 

preprocessing and feature extraction stages are 

summarized in Fig. 3. 

These embedding representations were used as 
input for the SVM algorithm. The entire dataset was 
divided into 80% training data and 20% testing data, 
with the split performed at the identity level to prevent 
data leakage and ensure an objective performance 
evaluation. This strategy was designed to represent a 
realistic authentication scenario, in which the system is 
expected to reliably recognize registered identities 
under varying operational conditions. The collected 
data include variations in facial appearance, lighting 
conditions, and pose to represent realistic operational 
scenarios. However, detailed demographic attributes 
such as age and gender distribution were not explicitly 
categorized, as the primary objective of this study is to 
evaluate system performance under operational 
conditions rather than to conduct demographic 
analysis. To evaluate the system’s ability to reject 
unauthorized access, additional test scenarios were 
conducted using unregistered individuals. These 
unregistered samples were used exclusively during the 
testing phase to simulate real-world conditions where 
unknown users attempt to gain access. This approach 
ensures that the evaluation includes both positive 
(registered) and negative (unregistered) classes, 
thereby providing a more objective assessment of 
system performance. Furthermore, the dataset was 
constructed with a balanced number of samples per 
registered individual, and the training-testing split was 
performed at the identity level to prevent data leakage 

 
Fig. 3. Step-by-step preprocessing and 128-D feature extraction workflow 
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and ensure unbiased evaluation. This strategy allows 
the system to be evaluated under conditions that 
closely resemble real-world deployment scenarios. 

C. System Algorithm Stages 

All algorithmic stages were designed to ensure that the 
system operates accurately, in real time, and securely 
on edge computing devices with limited computational 
resources. To achieve this objective, the system 
algorithm is divided into two main phases: the training 
phase (offline training) and the recognition phase 
(online inference). This separation aims to reduce 
computational load during field operation while 
enhancing system stability and response speed. 

1. Training Phase (Offline Training) 

The training phase represents the initial stage 
conducted prior to system deployment in the 
operational environment. All training processes were 
executed locally without involving any external network 
connections. The facial image dataset used in this 
phase was derived from primary data of authorized 
personnel and had undergone a curation process to 
ensure image quality and balanced class distribution. 
In the initial stage, each facial image was processed 
using the Multi-task Cascaded Convolutional Neural 
Network (MTCNN) algorithm to detect and localize the 
facial region. MTCNN was selected as the face 
detection method due to its consistent performance 
under varying illumination conditions and changes in 
facial orientation [19], [20]. In addition to generating 
facial bounding boxes, MTCNN also detects five key 
facial landmarks, namely the two eyes, the nose, and 
the corners of the mouth, which are utilized for the facial 
alignment process. 

MTCNN consists of three cascaded convolutional 
neural networks: the Proposal Network (P-Net), the 
Refine Network (R-Net), and the Output Network (O-
Net) [19]. The P-Net operates on an input size of 12 × 
12 pixels with a stride of 2, enabling rapid generation of 
face candidate regions across multiple image scales. 
These candidate regions are subsequently filtered 
using non-maximum suppression (NMS) to reduce 
overlap among bounding boxes. The resulting face 
candidates are then processed by R-Net, which uses a 
24 × 24-pixel input to eliminate false positives and 
refine bounding-box coordinates. In the final stage, O-
Net processes facial regions using an input size of 48 
× 48 pixels to produce high-precision facial bounding 
boxes while simultaneously detecting five key facial 
landmarks, namely the two eyes, nose, and mouth 
corners [20]. These landmark points are utilized in the 

alignment process, which plays a crucial role in 
improving the spatial consistency of facial images and 
the quality of embeddings generated by FaceNet. 

The detailed architecture of each MTCNN stage is 
illustrated in Fig. 4, which presents the cascaded 
convolutional neural network architecture of P-Net, R-
Net, and O-Net, including convolution layers, pooling 
operations, and fully connected layers. The P-Net 
receives an input image of 12 × 12 × 3 pixels. The first 
convolution layer applies 10 filters with a kernel size of 
3 × 3, followed by a 2 × 2 max pooling layer with a stride 
of 2. The second convolution layer uses 16 filters, 
followed by a third convolution layer with 32 filters. The 
output is then processed by classification and bounding 
box regression layers. The R-Net processes 24 × 24 × 
3 input images and consists of three convolution layers 
followed by a fully connected layer to refine face 
candidates and reduce false positives. The O-Net 
receives 48 × 48 × 3 input images and consists of four 
convolution layers followed by a fully connected layer 
that produces final bounding boxes and five facial 
landmark outputs. The convolution operation used in 
the MTCNN architecture can be mathematically 
expressed as shown in Eq. (1) [41], where the input 
image is convolved with kernel weights to extract 
spatial features: 

𝐹(𝑥, 𝑦) = ∑ ∑ 𝐼(𝑥 + 𝑖, 𝑦 + 𝑗)𝐾(𝑖, 𝑗)

𝑗𝑖

 (1) 

where 𝐼(𝑥, 𝑦) represents the input image and 𝐾(𝑖, 𝑗) 

denotes the convolution kernel. After convolution, a 
non-linear activation function is applied using the 
Rectified Linear Unit (ReLU) to introduce non-linearity 
into the network, as defined in Eq. (2) [42] : 

𝑓(𝑥) = max(0, 𝑥) 
(2) 

To reduce spatial dimensionality and improve 
computational efficiency, max pooling is applied as 
shown in Eq. (3) [42]: 

𝑃(𝑥, 𝑦) = max
𝑖,𝑗

𝐹(𝑥 + 𝑖, 𝑦 + 𝑗) (3) 

Bounding box regression is performed to refine 
detected face regions, as formulated in Eq. (4) [42]. 

𝐵′ = 𝐵 + Δ𝐵 (4) 

To eliminate overlapping detections, Non-Maximum 
Suppression (NMS) is applied based on Intersection 
over Union (IoU), as defined in Eq. (5) [42]:  

𝐼𝑜𝑈 =
𝐴𝑟𝑒𝑎(𝐵1∩𝐵2)

𝐴𝑟𝑒𝑎(𝐵1∪𝐵2)
  

(5) 

where 𝐵1 and 𝐵2 represent the bounding boxes 

generated during face detection, while the numerator 
indicates the intersection area between the two 
bounding boxes, and the denominator represents the 

union area of both bounding boxes. The Intersection 
over Union (IoU) value ranges from 0 to 1, where higher 
values indicate greater overlap between bounding 
boxes. In the MTCNN framework, IoU is used to 
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eliminate redundant detections by retaining bounding 
boxes with higher confidence scores and suppressing 
overlapping regions during the Non-Maximum 
Suppression (NMS) processThe detected facial 
images subsequently underwent a processing stage 
that included cropping, facial alignment, resizing to 160 
× 160 pixels, and pixel value normalization. These 
steps were performed to ensure input uniformity prior 
to feature extraction [43]. Feature extraction was 
performed using the FaceNet model to generate facial 
representations in the form of 128-dimensional 
embedding vectors. The selection of the FaceNet 
model is based on its ability to generate highly 
discriminative and compact 128-dimensional 
embedding vectors, which are effective for 
distinguishing identities while maintaining 
computational efficiency [44]. This makes FaceNet 
particularly suitable for real-time face recognition 
systems deployed on edge devices. The FaceNet 
model maps facial images into a Euclidean embedding 
space, where the distance between embedding vectors 
represents the degree of identity similarity [45]. The 
distance between two embedding vectors is computed 
using the Euclidean distance, as expressed in Eq. (6) 
[46]  below:  

𝑑(𝑥, 𝑦) = √(∑(𝑖 = 1)𝑛(𝑥𝑖 − 𝑦𝑖)2) (6) 

where 𝑥 and 𝑦 denote the 128-dimensional facial 

embedding vectors generated by FaceNet. To improve 
feature discrimination, FaceNet employs a triplet loss 
function that minimizes intra-class distance and 
maximizes inter-class separation, as formulated in Eq. 
(7) [46]: 

𝐿 = max(𝑑(𝑎, 𝑝) − 𝑑(𝑎, 𝑛) + α, 0) (7) 

where 𝑎 represents the anchor embedding, 𝑝 denotes 

the positive embedding from the same identity, 𝑛 

represents the negative embedding from a different 
identity, and 𝛼 is the margin parameter. To maintain 

feature scale consistency, L2 normalization is applied 
to the embedding vector as shown in Eq. (8) [46]: 

𝑥′ =
𝑥

||𝑥||
2

 (8) 

where 𝒙 represents the original embedding vector and 

𝒙′ denotes the normalized embedding. Similarity 

between facial embeddings can also be evaluated 
using cosine similarity, as defined in Eq. (9) [46]: 

cos(θ) =
𝑥 ⋅ 𝑦

||𝑥|| ||𝑦||
 (9) 

where 𝑥 and 𝑦 denote embedding vectors and 𝜃 

represents the angle between them. The FaceNet 
model maps facial images into a 128-dimensional 
embedding space, represented in Eq. (10) [46]: 

𝑓(𝑥) ∈ ℝ𝟙𝟚𝟠 (10) 

where 𝑓(𝑥) denotes the embedding function. The 

FaceNet model employed in this study is a pre-trained 
model based on the Inception-ResNet architecture, 
enabling it to produce highly discriminative feature 
representations without requiring complex retraining of 
the convolutional network. This characteristic makes it 
computationally efficient and suitable for deployment 
on edge devices [47]. The resulting embedding vectors 
were subsequently normalized using L2 normalization 
to maintain feature scale consistency. These 
normalized embeddings were then used as training 
data for the SVM model, selected due to its capability 
to maximize the separation margin between classes in 
high-dimensional feature spaces, thereby providing 
stable classification performance on medium-scale 
datasets. The trained SVM model, along with the 

Fig. 4. The cascaded convolutional neural network architecture of MTCNN, consisting of P-Net, R-Net, and 
O-Net 
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associated identity label information, was stored locally 
for use during the face recognition phase. SVM was 
selected as the classification model due to its capability 
to construct optimal decision boundaries in high-
dimensional feature spaces and its relatively low 
computational complexity compared to deep learning-
based classifiers [48]. This makes it well-suited for real-
time implementation on edge computing devices 
without requiring GPU acceleration. 

In this study, an SVM algorithm with a linear kernel 
was employed as the face identity classification model. 
The linear kernel was selected due to its high 
computational efficiency and strong generalization 
capability in high-dimensional feature spaces, such as 
the 128-dimensional facial embedding vectors 
generated by FaceNet. The choice of this kernel also 
considered the system’s requirement to operate in real 
time on edge computing devices with limited 
computational resources [49]. The regularization 
parameter 𝐶 was set to 1.0, providing a balance 

between maximizing the separation margin between 
classes and minimizing classification errors. The 
parameter value was determined through preliminary 
experiments on the training data to ensure model 
performance stability and to prevent overfitting [50]. In 
addition, probability estimation was enabled in the SVM 
model to generate confidence scores. In this study, the 
confidence score represents the likelihood that the 
input facial embedding belongs to a particular identity 
class, based on the classification output of the SVM. 
The score is normalized to the range 0 to 1, where 
higher values indicate greater similarity and higher 
confidence in the predicted identity. These confidence 
scores are subsequently used as the basis for access 
decision-making during the recognition phase.  The 
training protocol of the SVM model was designed to 
ensure stable classification performance while 
maintaining computational efficiency. The model was 
trained using embedding vectors generated from the 
FaceNet model, with a linear kernel and a 
regularization parameter (C) set to 1.0. The parameter 
value was determined through preliminary experiments 
on the training dataset to achieve a balance between 
classification accuracy and generalization capability. 
To construct an optimal decision boundary, the Support 
Vector Machine aims to determine a hyperplane that 
maximizes the separation margin between classes, as 
represented in Eq. (11) [46]: 

𝑤 ⋅ 𝑥 +  𝑏 =  0  (11) 

where 𝑤 represents the weight vector, 𝑥 denotes the 

input feature vector, and 𝑏 is the bias term. The 

optimization objective of SVM is to maximize the 
margin between classes, which can be formulated as 
shown in Eq. (12) [38]: 

𝐦𝐢𝐧
𝒘

𝟏

𝟐
|𝒘|𝟐 

(12) 

This formulation ensures optimal class separation and 
improved classification performance. To determine the 
final access decision, a threshold-based rule is applied 
as formulated in Eq. (13) [38]: 

𝑦 = 1 if 𝑠𝑐𝑜𝑟𝑒 ≥ 0.90 

𝑦 = 0 if 𝑠𝑐𝑜𝑟𝑒 < 0.90 

(13) 

Cross-validation was not applied in this study, as the 
evaluation strategy was based on an identity-level data 
split. Specifically, the dataset was divided into 80% 
training data and 20% testing data, where all images 
belonging to a particular individual were exclusively 
assigned to either the training or testing set. This 
approach prevents data leakage and ensures that the 
model is evaluated on unseen identities, providing a 
more realistic assessment of system performance. This 
training strategy reflects real-world deployment 
scenarios, where the system must generalize to 
variations in facial appearance without prior exposure 
to testing samples during training. 

2. Recognition Phase (Online Inference) 

The recognition phase represents the operational stage 
of the system, executed in real time on an edge device 
in the form of a mini PC and directly integrated with the 
door-locking mechanism when a user stands in front of 
the access point. Each captured frame is processed 
using the MTCNN algorithm to detect the presence of 
a face. If no face is detected, the system returns to the 
image acquisition stage. Once a face is detected, the 
facial image undergoes the same preprocessing steps 
applied during the training phase and is subsequently 
processed by FaceNet to generate a 128-dimensional 
embedding vector. The facial embedding is 
subsequently classified using the trained SVM model 
to determine the user’s identity. The classification 
process using the SVM model is mathematically 
represented by the following decision function, which 
determines the identity class of a given feature vector 
x, as shown in Eq. (14) [38]: 

𝑓(𝑥) = sign (∑ 𝛼𝑖𝑦𝑖𝐾(𝑥𝑖 , 𝑥)

𝑛

𝑖=1

+ 𝑏) (14) 

where 𝐾(⋅) denotes the kernel function, 𝛼𝑖 represents 

the learned coefficients obtained during training, 𝑦𝑖 

corresponds to the class labels, and 𝑏 is the bias term. 

The sign of the decision function indicates the predicted 
class label, which is subsequently mapped to the 
corresponding user identity. The classification output, 
consisting of the predicted user identity along with the 
associated confidence score, is used as the basis for 
access decision-making. Based on the generated 
confidence scores, a decision threshold of 0.90 is 
applied to the classification output to determine 
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whether the input face is classified as an authorized or 
unauthorized user. This threshold is intentionally set to 
prioritize security by minimizing the risk of false 
acceptance. The threshold value of 0.90 was 
determined through empirical evaluation on the testing 
dataset by analyzing the trade-off between the false 
acceptance rate (FAR) and the false rejection rate 
(FRR), with primary emphasis on minimizing false 
acceptance. If the resulting confidence score is greater 
than or equal to the defined threshold, the user identity 
is considered valid, and the system activates the relay 
module to unlock the electric drop lock. Conversely, if 
the confidence score falls below the threshold or the 
identity is not registered in the system database, 
access is denied, and the door remains securely 
locked. The relatively high threshold value is 
intentionally selected to prioritize the security aspect of 
the system. In the context of weapon storage security, 
the risk of unauthorized access carries far more serious 
consequences than the inconvenience of rejecting 
legitimate users. Therefore, the system is deliberately 
configured to be more tolerant of false rejection than 
false acceptance, adopting a security-oriented decision 
strategy. All access activities, whether granted or 
denied, are automatically recorded in digital logs as 
part of the system’s security audit mechanism. 

D. Performance Evaluation Metrics 

The performance evaluation of the face recognition 
system was conducted using standard classification 
metrics derived from the confusion matrix. The 
evaluated metrics include accuracy, precision, recall, 
F1-score, false acceptance rate (FAR), and false 
rejection rate (FRR). All metrics were calculated based 
on the system’s classification results by applying a 
decision threshold of 0.90. The confusion matrix 
consists of four fundamental components: true positive 
(TP), true negative (TN), false positive (FP), and false 
negative (FN). Based on these components, several 
evaluation metrics are calculated. Accuracy is 
computed using Eq. (15) [51], precision is calculated 
using Eq. (16) [51], recall is determined using Eq. (17) 
[51], and F1-score is formulated using Eq. (18) [51]. 
Furthermore, the False Acceptance Rate (FAR) and 
False Rejection Rate (FRR) are calculated using Eq. 
(19) [51] and Eq. (20) [51], respectively. 

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

(15) 

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 (16) 

Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

(17) 

F1-score = 2 ×
Precision × Recall

Precision + Recall
 

(18) 

False Acceptance Rate (FAR) =
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
 

(19) 

False Rejection Rate (FRR) =
𝐹𝑁

𝐹𝑁 + 𝑇𝑃
 (20) 

In the context of the proposed face recognition system, 
a true positive (TP) represents the number of cases in 
which a registered user’s face is correctly recognized 
and granted access by the system. False negative (FN) 
refers to instances where a registered user’s face fails 
to be recognized, resulting in access denial. 
Furthermore, true negative (TN) denotes the number of 
cases in which an unregistered face is correctly 
rejected by the system, while false positive (FP) 
represents instances where an unregistered face is 
incorrectly recognized as an authorized user and 
granted access. These definitions ensure that the 
system performance evaluation directly reflects its 
capability to accurately recognize legitimate users 
while simultaneously preventing unauthorized access. 

 

IV. Result 

This section presents the experimental results and 
performance evaluation of the proposed face 
recognition-based access control system under various 
operational conditions. The evaluation was conducted 
using multiple testing scenarios, including variations in 
illumination intensity, camera distance, and facial 
attributes, as well as testing using unregistered 
individuals. These experiments were designed to 
assess the robustness, reliability, and security 
performance of the proposed system in realistic 
operational environments. 

A. Experimental Setup and Testing Scenarios 

This subsection describes the testing scenarios 
conducted to evaluate the performance of the proposed 
face recognition-based access control system for 
weapon storage security. The experiments were 
carried out in an indoor environment representing real 
operational conditions, incorporating variations in 
lighting intensity, user-to-camera distance, and the use 
of specific facial attributes. All tests were performed on 
an edge device in the form of a mini PC without external 
network connectivity, ensuring that the measured 
performance reflects actual operational deployment 
conditions. The primary objective of this evaluation is 
to assess the system’s robustness, accuracy, and 
reliability when subjected to variations in environmental 
conditions and user characteristics. 

B. Robustness Evaluation under Operational 
Conditions 

This subsection presents a comprehensive robustness 
evaluation of the face recognition system under various 
operational conditions commonly encountered in 
weapon storage environments. To ensure a clear and 
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systematic presentation, the evaluation is divided into 
three main testing scenarios: (1) lighting intensity 
variation, (2) camera distance variation, and (3) user 
facial attribute variation. Each scenario is analyzed 
independently to provide a structured understanding of 
how different environmental and user-related factors 
affect system performance. 

1. Lighting Intensity Testing 

The lighting intensity test was conducted to evaluate 
the effect of illumination variations on the performance 
of the face recognition system in a weapon storage 
environment. Illumination levels were measured using 
a lux meter and varied within a range of 10–150 lux, 
representing indoor lighting conditions from low to high 
intensity. The evaluation was performed using the 
registered dataset described in Section III.B, which 
consists of 25 authorized personnel with a total of 6,000 
facial images. For each illumination level, 30 testing 
trials were conducted using samples from the testing 
subset (20% of the dataset), ensuring that the 
evaluation reflects unseen data during the training 
phase. Each trial corresponds to a real-time recognition 
attempt of a registered user under the specified lighting 
condition. System performance was evaluated based 
on the number of correct and incorrect recognitions, 
overall accuracy, confidence scores (ranging from 0 to 
1), as well as additional evaluation metrics including 
precision, recall, False Acceptance Rate (FAR), and 
False Rejection Rate (FRR). These metrics were 
computed based on the confusion matrix formulation 
defined in Section IV.D, with a decision threshold of 
0.90 applied during classification. 

The experimental results indicate that under very 
low lighting conditions (10–15 lux), the system is still 
capable of recognizing faces with an accuracy of 
86.66%-90.00%. Under these conditions, precision 
remains at 100%, and FAR remains at 0% across all 
tests, indicating that no unauthorized access is 
granted. However, recall ranges from 86.66% to 

90.00%, resulting in an FRR of approximately 10.00%–
13.34%, indicating a higher rate of false rejection of 
authorized users due to degraded image quality. As 
illumination intensity increases, the system 
performance improves consistently. Under moderate 
lighting conditions (30–50 lux), the system achieves an 
accuracy of 93.33%, with precision at 100%, FAR at 
0%, recall at 93.33%, and FRR at approximately 6.67% 
across all test points. Under higher illumination levels 
(55–120 lux), the system performance becomes more 
stable, achieving accuracy and recall of 96.66%, with 
precision remaining at 100%, FAR at 0%, and FRR 
further reduced to approximately 3.34%. This indicates 
improved system reliability under more optimal lighting 
conditions. The highest accuracy is achieved at an 
illumination level of 150 lux, where the system 
demonstrates optimal performance across all 
evaluation metrics, with accuracy, precision, and recall 
each reaching 100%, and both FAR and FRR equal to 
0%. 

Overall, the system consistently maintains a FAR of 
0% across all illumination variations, demonstrating its 
effectiveness in preventing unauthorized access. 
However, illumination variations primarily affect the 
FRR, which decreases significantly as lighting intensity 
increases. These results indicate that lighting quality 
plays a crucial role in improving the reliability of the face 
recognition system, particularly in reducing false 
rejection of authorized users. The overall trend of 
system accuracy under varying illumination levels is 
illustrated in Fig. 5. The trend shown in Fig. 5 indicates 
a positive correlation between illumination intensity and 
system accuracy. As lighting intensity increases from 
10 lux to 150 lux, system accuracy improves from 
86.66% to 100%, demonstrating that higher illumination 
levels contribute to improved facial feature extraction 
and more reliable recognition performance. This 
improvement occurs because better lighting conditions 
enhance facial texture visibility, enabling MTCNN to 
detect facial landmarks more accurately and allowing 
FaceNet to generate more discriminative embeddings. 

 
Fig. 5. Accuracy of the Proposed Face Recognition 
System Under Varying Illumination Intensities 

 

 
Fig. 6. Accuracy of the Proposed Face Recognition 
System Under Varying Camera Distances 
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Furthermore, although performance degradation is 
observed under low-light conditions, the system 
consistently maintains a False Acceptance Rate (FAR) 
of 0% across all illumination levels. This indicates that 
the system prioritizes security even when recognition 
performance decreases. The reduction in performance 
under low illumination is primarily reflected in increased 
False Rejection Rate (FRR), rather than incorrect 
acceptance of unauthorized users. This behavior 
confirms that the proposed system adopts a security-
oriented decision strategy, making it suitable for 
deployment in high-security environments such as 
weapon storage warehouses. 

2. Camera Distance Testing 

This scenario evaluates the robustness of the system 
against variations in user positioning relative to the 
camera, which is a critical factor in real-world 
authentication conditions within weapon storage 
environments. The camera distance test was 
conducted to evaluate the effect of variations in the 
distance between the user’s face and the camera on 
the performance of the face recognition system in a 
weapon storage environment. This variation represents 
real operational conditions, where the user’s position 
relative to the camera may change depending on the 
room layout and user behavior during authentication. 

The distance between the camera and the user’s 
face was varied within a range of 0.25 m to 1.5 m. At 
each distance, the test was conducted 30 times using 
registered personnel faces, with identical system 
parameters applied in every trial. System performance 
was evaluated based on the number of correct and 
incorrect recognitions, overall accuracy, as well as 
additional evaluation metrics including precision, recall, 
FAR, and FRR. The experimental results indicate that 
within a distance range of 0.25 m to 1.0 m, the system 
maintains stable recognition performance with an 
accuracy of 96.66%. In this range, precision remains at 
100%, and FAR remains at 0% across all tests, 
indicating that no unauthorized access is granted. The 
recall is consistently 96.66%, resulting in a low FRR of 
approximately 3.34%, reflecting reliable recognition 
performance at typical operational distances. 

As the distance increases beyond 1.0 m, a 
noticeable decline in system performance is observed. 
At a distance of 1.25 m, the accuracy decreases to 
90.00%, with recall reduced to 90.00% and FRR 
increasing to approximately 10.00%. This degradation 
becomes more significant at a distance of 1.5 m, where 
the system achieves an accuracy of 86.66%, a recall of 
86.66%, and an FRR of approximately 13.34%. Despite 
this decline, precision remains at 100%, and FAR 
remains at 0% across all tested distances, indicating 
that the system consistently prevents false acceptance 
of unauthorized users. The observed performance 
degradation is primarily attributed to the reduction in 

effective facial resolution at greater distances, which 
negatively impacts face detection by MTCNN and the 
quality of feature embeddings generated by FaceNet. 
Overall, the results demonstrate that the system 
exhibits strong robustness to distance variations up to 
1.0 m, while performance degradation at longer 
distances is mainly reflected in increased false 
rejection. This trend shows that accuracy decreases by 
approximately 6.66% at 1.25 m and 10% at 1.5 m 
compared to the optimal distance range. Similarly, the 
FRR increases from 3.34% to 10.00% and 13.34%, 
respectively, indicating that increased distance 
primarily affects recognition reliability through higher 
false rejection rates while maintaining consistent 
access security. The trend of system accuracy under 
varying camera distances is illustrated in Fig. 6. The 
trend illustrated in Fig. 6  shows that system accuracy 
remains stable within the distance range of 0.25 m to 
1.0 m, maintaining a consistent accuracy of 96.66%. 
However, when the distance increases to 1.25 m and 
1.5 m, system accuracy decreases to 90.00% and 
86.66%, respectively. This gradual decline indicates 
that increased distance reduces the effective facial 
resolution captured by the camera, which affects the 
performance of MTCNN in detecting facial landmarks 
and reduces the discriminative capability of 
embeddings generated by FaceNet. Despite the 
decrease in accuracy at longer distances, the system 
consistently maintains a precision of 100% and a FAR 
of 0% across all tested distances, indicating strong 
access security. The performance decline is primarily 
reflected in the increase of FRR from 3.34% to 13.34% 
at 1.5 m. These results suggest that the system 
performs optimally within the 0.25 m to 1.0 m 
operational range. 

3. Facial Attribute Testing 

This scenario evaluates the robustness of the system 
against variations in user appearance caused by 
operational equipment and real-world usage 
conditions. The facial attribute test was conducted to 
evaluate the robustness of the face recognition system 
against variations in users’ physical appearance that 
may affect the facial feature extraction process. The 
evaluated attributes include faces without accessories, 
the use of hats, eyeglasses, military helmets, tilted 
head orientation, and faces with markings or 
camouflage. These variations represent real 
operational conditions in weapon storage 
environments, where personnel may wear additional 
equipment or experience changes in facial 
appearance. The tests were performed at camera 
distances ranging from 0.25 m to 1.50 m using identical 
system parameters and a decision threshold of 0.90. 
System performance evaluation was based on the 
range of confidence scores generated by the 
classification model. A summary of the facial attribute  
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testing results at various camera distances is 
presented in Table 4. Based on the results, the face 
recognition system demonstrated highly stable 
performance in the scenario without facial accessories, 
achieving high confidence scores ranging from 95% to 
99% across all distance variations from 0.25 m to 1.50 
m. The highest confidence values were observed at 
0.50 m and 0.75 m, reaching 98%–99%, while slightly 
lower values of 95%–96% were observed at 1.50 m. 
This indicates that facial features can be optimally 
extracted when no visual obstruction is present in the 
primary facial regions. In the scenarios involving the 
use of hats, eyeglasses, and military helmets, the 
system was also able to recognize faces reliably at all 
tested distances. For the hat condition, confidence 
scores ranged from 90% to 99%, with the highest 
performance observed at 0.50 m (98%–99%) and the 
lowest at 1.50 m (90%–92%). In the eyeglasses 
scenario, confidence scores ranged from 90% to 92% 
across all distances, indicating stable performance. 
Similarly, in the military helmet condition, confidence 
scores ranged from 90% to 98%, with a gradual 
decrease observed at longer distances. These results 
suggest that MTCNN consistently detects facial 
landmarks, while FaceNet continues to generate 
representative embeddings even when certain facial 
areas are partially occluded by accessories. In the 
tilted-face scenario, the system was still able to perform 
recognition up to a distance of 1.50 m, with confidence 
scores ranging from 89% to 93%. The highest value of 

91%–93% was observed at 0.75 m, while the lowest 
value of 89%–90% occurred at 1.50 m. Although a 
decrease in confidence was observed compared to the 
frontal-face condition, most values remained around or 
above the defined threshold. This result indicates that 
landmark-based face alignment plays a crucial role in 
maintaining spatial consistency of facial images prior to 
feature extraction.  

However, in the camouflage scenario, a significant 
performance decline was observed at distances of 1.00 
m to 1.50 m, with confidence scores decreasing from 
50%–68% at 1.00 m, 50%–55% at 1.25 m, and further 
to 40%–48% at 1.50 m, resulting in recognition failures. 
This degradation is caused by the obstruction of key 
facial features, leading to less representative 
embeddings generated by FaceNet. Overall, the results 
indicate that the system maintains stable recognition 
performance under most operational facial attribute 
conditions, particularly when accessories such as hats, 
glasses, and helmets are used. The confidence scores 
consistently remained above the 0.90 threshold, 
demonstrating that the proposed MTCNN–FaceNet–
SVM pipeline is robust against moderate facial 
occlusions and pose variations. Furthermore, 
performance degradation was primarily observed only 
under extreme facial modifications, such as 
camouflage paint, which significantly alters facial 
texture and contour information. This finding suggests 
that while the system is highly reliable for operational 
deployment, additional feature enhancement or multi-

Table 5. Performance Metrics Across Facial Attribute Variations 

Facial Attribute Accuracy Precision Recall FAR FRR 

Plain Face 97.78% 100% 97.78% 0.00% 2.22% 

Hat 95.56% 100% 95.56% 0.00% 4.44% 

Glasses 90.56% 100% 90.56% 0.00% 9.44% 

Military Helmet 95.56% 100% 95.56% 0.00% 4.44% 

Tilted Face 90.56% 100% 90.56% 0.00% 9.44% 

Camouflage Paint 61.11% 100% 61.11% 0.00% 38.89% 

 

Table 4. Facial Attribute Testing at Various Camera Distances Based on Confidence Scores (%) 

Distance (m) Plain Face Hat Glasses Military Helmet Tilted Face 
Camouflage 

Paint 

0.25 97–98% 97–98% 91–92% 97–98% 90–92% 90–92% 

0.50 98–99% 98–99% 90–91% 96–97% 90–91% 90–92% 

0.75 98–99% 97–98% 90–91% 95–97% 91–93% 90–91% 

1.00 98–99% 93–97% 90–91% 95–96% 90–92% 50–68%* 

1.25 98–99% 93–96% 90–91% 94–95% 90–92% 50–55%* 

1.50 95–96% 90–92% 90–91% 90–94% 89–90% 40–48%* 
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modal biometric integration may further improve 
robustness under extreme appearance variations. To 
provide a more comprehensive evaluation, system 
performance under various facial attribute conditions is 
further quantified using accuracy, precision, recall, 
False Acceptance Rate (FAR), and False Rejection 

Rate (FRR). These evaluation metrics provide a 
quantitative assessment of the system’s reliability, 
allowing    analysis    of   both   successful   recognition  

performance and potential misclassification under 
different facial attribute variations and operational 
conditions. As shown in Table 5, the system achieves 
the best performance in the plain face scenario, with an 
accuracy and recall of 97.78% and a low FRR of 2.22%, 
indicating optimal conditions without visual obstruction. 
For moderate variations such as hats and military 
helmets, the system maintains stable performance with 
an accuracy and recall of 95.56% and an FRR of 
4.44%, suggesting that partial occlusion does not 
significantly affect facial feature extraction. In contrast, 
the use of eyeglasses and tilted face orientation leads 
to a performance decline, with accuracy and recall 
decreasing to 90.56% and FRR increasing to 9.44%. 
This indicates that occlusion in critical facial regions 
and variations in face orientation affect the feature 
extraction and alignment processes. The most 
significant degradation is observed in the camouflage 
scenario, where the system achieves only 61.11% 
accuracy and recall, with a substantially higher FRR of 
38.89%. This result indicates that major alterations in 
facial texture significantly disrupt the embedding 
generation process. 

Overall, the system consistently maintains a 
precision of 100% and FAR of 0% across all scenarios, 
demonstrating strong resistance to unauthorized 
access. However, variations in facial attributes 
primarily affect the FRR, particularly under extreme 
conditions. Overall, the robustness evaluation results 
demonstrate that the proposed face recognition system 
maintains stable performance under moderate 
variations in lighting intensity, camera distance, and 
facial attributes. However, performance degradation is 
observed under more extreme conditions, such as very 
low illumination, increased distance, and significant 

facial alterations. These findings highlight the 
importance of environmental and user-related factors 
in influencing system reliability in real-world weapon 
storage applications. 

C. Unregistered Dataset Evaluation and FAR–FRR 
Analysis 

The evaluation using an unregistered face dataset was 
conducted to assess the system’s ability to reject 
access attempts from individuals who do not have 
reference data stored in the system database. This 
testing is essential for measuring the system’s security 
level, particularly in preventing false acceptance of 
unauthorized identities. The tests were performed 
using unregistered faces under various camera 
distances ranging from 0.25 m to 1.50 m, and multiple 
facial attribute conditions, including plain face, hats, 
eyeglasses, military helmets, tilted faces, and 
camouflage markings. All experiments were conducted 
using identical system parameters and the same 
decision threshold of 0.90 applied in the registered 

dataset evaluation. As shown in Table 6, the 
confidence scores for unregistered faces remained 
consistently low across all scenarios. In the plain face  

  

Table 6. Testing Unregistered Face Dataset with Confidence Score (%) 

Distance 
(m) 

Plain Face Hat Glasses Military Helmet Tilted Face Camouflage Paint 

0.25 30–50% 20–50% 20–50% 20–50% 20–50% 20–50% 

0.50 30–50% 20–50% 20–50% 20–50% 20–50% 20–50% 

0.75 30–50% 20–50% 20–50% 20–50% 20–50% 20–50% 

1.00 20–50% 20–50% 20–50% 20–50% 20–50% 20–50% 

1.25 20–50% 20–50% 20–50% 20–50% 20–50% 20–50% 

1.50 20–50% 20–50% 20–50% 20–50% 20–50% 20–50% 

 

Table 7. FAR and FRR Evaluation 

Dataset 
FAR 
(%) 

FRR 
(%) 

Remarks 

Registered - 7.50 
Errors on 
extreme 

conditions 

Unregistered 0 - 
All faces correctly 

rejected 
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condition, confidence scores ranged from 30%–50% at 
distances of     0.25 m,      0.50 m,    and    0.75 m, and 

decreased to 20%–50% at 1.00 m to 1.50 m. For the 
hat, glasses, military helmet, tilted face, and 
camouflage conditions, confidence scores consistently 
ranged between 20%–50% across all tested distances 
from 0.25 m to 1.50 m. These values are significantly 
below the defined decision threshold, indicating that all 
unregistered individuals were correctly rejected by the 
system. No instances of false acceptance were 
observed across all tested distances and facial attribute 
variations. A summary of the unregistered dataset 
evaluation results is presented in Table 6 for clarity 
easier quantitative interpretation. 

Based on Table 6, the face recognition system 
consistently rejected all unregistered individuals across 
all tested distances and facial attribute variations. The 
confidence scores remained within the 20%–50% 
range, which is significantly below the defined decision 
threshold of 0.90, indicating that no unauthorized users 
were incorrectly accepted by the system. These results 
demonstrate the system’s strong capability in 
distinguishing unknown identities and preventing 
unauthorized access under various operational 
conditions. Furthermore, the consistently low 
confidence scores across all testing scenarios confirm 
that the proposed system effectively minimizes the risk 
of false acceptance and maintains a high level of 
access security. 

To provide a more comprehensive overview of the 
system’s performance, an evaluation was conducted 
using the False Acceptance Rate (FAR) and False 
Rejection Rate (FRR) metrics. A summary of this 
evaluation is presented in Table 7, comparing the 
system’s performance on registered and unregistered 
face datasets. Based on Table 7, the system achieved 
a FAR of 0% on the unregistered face dataset, 
indicating that no unauthorized access attempts were 

successfully accepted. Meanwhile, the FRR for the 
registered face dataset was 7.50%, caused by a small 
number of recognition failures under extreme 
operational conditions, such as variations in facial 
attributes and increased distance between the user and 
the camera. The zero FAR demonstrates that the 
system effectively prioritizes security by preventing 
unauthorized access. On the other hand, the relatively 
low FRR remains within an acceptable range for a high-
security system. The combination of these FAR and 
FRR values indicates that the proposed face 
recognition system maintains a good balance between 
security and reliability, making it suitable for 
deployment in high-risk environments such as weapon 
storage warehouses. 

D. Confusion Matrix and Performance Metrics 

The performance of the face recognition system was 
evaluated using a confusion matrix to assess its ability 
to correctly recognize registered users and reject 
unregistered users. This evaluation was conducted 
based on the testing dataset, which represents 20% of 
the total dataset as shown in Table 3 from the total of 
6,000 collected facial images, 1,200 images were used 
for testing, while the remaining images were used for 
system training. The testing dataset included both 
registered and unregistered faces to objectively 
evaluate the classification capability of the system, 
independent of the training process. This data split 
strategy was implemented to prevent evaluation bias 
and ensure that the system’s performance reflects 
realistic testing conditions. Additionally, the inclusion of 
unregistered samples enables a more comprehensive 
assessment of the system’s ability to distinguish 
between authorized and unauthorized users.  Based on 
the evaluation results using the testing dataset, the 
system achieved 555 True Positives (TP), 45 False 
Negatives (FN), 600 True Negatives (TN), and 0 False 
Positives (FP). The resulting confusion matrix 
illustrates that the system successfully recognized the 

 
Fig. 8 Confusion Matrix of Face Recognition 
System 

 

 
Fig. 7. Performance Metrics of Face Recognition 
System 
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majority of authorized users while consistently rejecting 
all access attempts from unregistered faces. 

Furthermore, the confusion matrix analysis provides 
a comprehensive understanding of the system's 
classification behavior under realistic operational 
conditions. The absence of false positives indicates 
that the system maintains strict access control by 
preventing unauthorized individuals from being 
incorrectly recognized as authorized users. Meanwhile, 
the presence of false negatives reflects a small number 
of cases where authorized users were not successfully 
recognized, which may occur due to variations in 
illumination, facial attributes, or capture distance. This 
behavior demonstrates that the proposed system 
prioritizes security by minimizing the risk of false 
acceptance while maintaining reliable recognition 
performance for registered personnel. 

The absence of False Positives indicates that the 
system maintains a high level of security, as it does not 

grant access to individuals whose data is not present in 
the database. Meanwhile, the presence of False 
Negatives reflects a small number of recognition 
failures for registered users, which generally occur 
under specific testing conditions, such as variations in 
facial attributes and changes in the image capture 
distance. These failures were primarily observed under 
challenging conditions, including low illumination, 
longer camera distances, and facial camouflage that 

affect feature extraction performance. To provide a 
more comprehensive view of system performance, 
evaluation metrics including accuracy, precision, recall, 
F1-score, False Acceptance Rate (FAR), and False 
Rejection Rate (FRR) were calculated. A comparison 
of the system’s performance metrics is presented in 
Fig. 8. Based on the evaluation of performance metrics, 
the proposed face recognition system achieved an 
accuracy of 96.25%, precision of 100%, recall of 
92.50%, and an F1-score of 96.11%. The precision 
value of 100% indicates that all faces granted access 
by the system belong to authorized users. Furthermore, 
a FAR of 0% signifies that the system did not make any 
false acceptance of unregistered faces. Meanwhile, the 
FRR of 7.50% reflects a small proportion of legitimate 
users being rejected, which remains within acceptable 
limits for high-risk security systems. Overall, the 
evaluation results from the confusion matrix and 
performance metrics demonstrate that the proposed 
face recognition system maintains a good balance 

between security and recognition reliability. The system  
effectively prioritizes the prevention of unauthorized 
access without significantly compromising recognition 
performance, making it suitable for deployment in high-
security environments, such as weapon storage 
warehouses.  
E. ROC Curve Analysis 

The ROC curve in Fig. 9 is used to evaluate the 
discriminative ability of the system in distinguishing 

 
 
Fig. 9 ROC curve of the proposed face recognition system with AUC = 0.993 and operating point at FAR 
= 0% and TPR = 92.5% 
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between registered and unregistered faces across 
various threshold values. Based on testing with 1,200 
test samples, the ROC curve demonstrates excellent 
performance, with an Area Under the Curve (AUC) of 
0.993, approaching the ideal value. The curve is 
positioned near the top-left corner, indicating that the 
system achieves a high true positive rate at a very low 
false positive rate. At the operational threshold of 0.90, 
the system attains a True Positive Rate (TPR) of 92.5% 
with a False Positive Rate (FAR) of 0%, confirming that 
the system is effective in preventing unauthorized 
access while maintaining a high recognition rate for 
authorized users. 

F. Response Time Analysis 

System response time testing for the face recognition 
system was conducted to evaluate the system’s 
performance in controlling the door locking mechanism 
in real-time. This evaluation aims to ensure that the 
system is not only accurate but also has a sufficiently 
fast response time to be deployed in a weapons 
storage environment, which demands high efficiency 
and security. The testing was carried out by measuring 
the time required from the moment a facial image is 
captured by the camera until the system provides the 
final decision, either granting or denying door access. 
Tests were conducted across various distances 

between the face and the camera, ranging from 0.25 m 
to 1 m, and under different facial conditions, including 
normal faces, with hats, glasses, or military helmets, 
tilted faces, and faces with markings. In this study, the 
term "normal faces" refers to facial images of registered 
users captured under standard conditions, specifically 
without additional accessories (i.e., hats, glasses, or 
helmets), with a frontal face orientation, and under 
adequate lighting conditions. All tests were performed 
using the same system configuration and hardware. A 
summary of the system response time results under 
these conditions is presented in Fig. 10.  

Based on the test results, the fastest response times 
were observed for normal faces and for faces with 
military helmets, with average response times below 
1.2 seconds across all tested distances. This indicates 
that the system is capable of efficiently processing 
faces under relatively stable visual conditions. In 
contrast, increased response times were observed for 
tilted faces and faces with markings. At a distance of 1 
m, the response time for tilted faces reached up to 2.88 
seconds, while for faces with markings it increased to 
3.22 seconds. This increase is attributed to the 
additional complexity in the detection and feature 
extraction processes, where changes in face 
orientation and distortions in facial texture require more  

intensive processing by the MTCNN and FaceNet 
models.  In general, increasing the distance between 
the face and the camera also impacts system response 

time, although the effect is not significant for normal 
faces or faces with standard accessories. This 
indicates that the system is still capable of maintaining 

 
Fig. 10 Analysis of System Response Time Across Distances and Attributes 
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stable response performance across the tested 
operational distances. Overall, the results demonstrate 
that the proposed face recognition system can achieve 
an average response time below 3.2 seconds across 
all testing scenarios. This response time remains within 
acceptable limits for biometric security systems, 
particularly in weapons storage applications, where 
accuracy and security remain the primary priorities over 
absolute speed.  

 

V. Discussion 

This study proposes a face recognition system based 
on the combination of MTCNN as the face detector, 
FaceNet for feature extraction, and SVM as the 
classifier, implemented in a weapon storage security 
system. Based on experimental testing across various 
operational scenarios, the system demonstrates stable 
and consistent performance in recognizing registered 
faces while rejecting unregistered ones. Overall 
evaluation results show that the system achieved an 
accuracy of 96.25%, precision of 100%, recall of 
92.50%, and F1-score of 96.11%. Furthermore, a False 
Acceptance Rate (FAR) of 0% confirms that the system 
successfully prevented unauthorized access, while a 
False Rejection Rate (FRR) of 7.50% indicates a small 
number of authorized users being rejected, which 
remains acceptable in high-risk security environments. 

Testing under varying light intensities showed that 
system performance tends to improve with increasing 
illumination levels. Under low-light conditions of 
approximately 10 lux, system accuracy decreased to 
86.66%, while at higher illumination levels above 100 
lux, accuracy increased to 100%. Although 
performance decreased under low-light conditions, 
FAR remained at 0% across all scenarios. This 
indicates that MTCNN and FaceNet exhibit 
considerable robustness to varying lighting conditions, 
although image quality remains a significant factor 
affecting the quality of the generated face embeddings. 
In camera distance testing, the system maintained high 
accuracy across close-to-medium ranges. At distances 
between 0.25 m and 1.0 m, accuracy remained above 
96.66%, while at a distance of 1.5 m, performance 
decreased to 86.66%. This decrease is attributed to 
reduced facial resolution captured by the camera, 
which impacts the feature extraction process by 
FaceNet. Nevertheless, FAR remained at 0%, 
indicating that security performance remained stable 
even under reduced image quality.  

Furthermore, testing with variations in facial 
attributes demonstrated that the system exhibited good 
robustness against common accessories such as 
glasses, hats, and military helmets, with accuracy 
values remaining above 90%. Under these conditions, 
the system was still able to recognize user identities 

with relatively stable confidence values. Conversely, 
under conditions with face markings or camouflage, the 
system experienced a more significant performance 
decline. Accuracy dropped to 61.11% and FRR 
increased to 38.89%. These findings suggest that 
significant alterations to the facial surface have a 
greater impact on system performance than the use of 
external accessories. 

To address this limitation, a failure analysis was 
conducted to further investigate the causes of 
recognition failures observed in the experimental 
results. Under low-light conditions, recognition errors 
were primarily caused by increased image noise and 
reduced contrast, which negatively affected the 
accuracy of face detection by MTCNN. In scenarios 
involving increased camera distance, reduced facial 
resolution led to decreased feature discriminability. 
Meanwhile, camouflage conditions caused distortions 
in facial texture and key facial features, resulting in 
lower classification confidence and higher false 
rejection rates. Evaluation on the unregistered face 
dataset showed that the system successfully rejected 
all unauthorized users, achieving a FAR of 0%. The 
confidence values consistently remained below the 
system’s decision threshold of 0.90. This confirms that 
the system possesses strong discriminative capability 
in distinguishing between authorized and unauthorized 
users, which is essential for weapon-storage security 
systems. 

Based on confusion matrix evaluation on 20% of the 
dataset, the system achieved an accuracy of 96.25%, 
precision of 100%, recall of 92.50%, and F1-score of 
96.11%. The precision of 100% indicates that all 
recognized users were correctly identified. Meanwhile, 
a recall of 92.50% indicates a small number of 
authorized users being rejected under challenging 
conditions. This reflects the system's security-oriented 
configuration. From an operational perspective, the 
observed FRR of 7.50% indicates that some authorized 
users may experience access denial under challenging 
conditions, such as low illumination, increased camera 
distance, or significant facial variations. However, in 
high-security environments such as weapon storage 
facilities, this trade-off is considered acceptable, since 
preventing unauthorized access is significantly more 
critical than user convenience. Therefore, a moderate 
level of false rejection is tolerable compared with the 
potential risks of false acceptance. 

The decision threshold of 0.90 plays a critical role in 
achieving this balance. The selected threshold 
successfully achieved a False Acceptance Rate (FAR) 
of 0% while maintaining an acceptable False Rejection 
Rate (FRR) of 7.50%. This result indicates that the 
proposed system effectively prioritizes security by 
eliminating unauthorized access while maintaining 
practical usability for authorized personnel. To evaluate 
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the performance of the proposed system, it was 
compared with several previous studies employing 
different classification approaches for face recognition 
tasks. A summary of methods, testing scenarios, and 
accuracy levels is presented in Table 8. This 
comparison provides an overview of performance 
differences and system characteristics.  In addition to 
accuracy-based evaluation, the operational feasibility 
of the proposed system was also demonstrated 
through stable real-time performance and consistent 
security behavior across multiple testing scenarios. 
The system maintained reliable recognition 
performance even under challenging conditions, 
including low illumination (86.66% accuracy), 
increased camera distance (86.66% at 1.5 m), and 
facial camouflage (61.11% accuracy). Despite 

performance degradation in these scenarios, the 
system consistently maintained a FAR of 0%, indicating 
strong resistance to unauthorized access. This 
behavior highlights the robustness of the proposed 
architecture and confirms that the system is more 
suitable for high-security environments where 
preventing unauthorized access is prioritized over 
maintaining maximum recognition accuracy. 
Furthermore, the stable performance across different 
operational conditions demonstrates the system’s 
capability to function reliably in real-world deployment 
scenarios. These findings indicate that the proposed 
system achieves a balanced trade-off between 
recognition reliability and strict access security, which 
is essential for weapon storage warehouse 
applications. 

Table 8 compares the classification methods, 
device platforms, accuracy, real-time capability, and 
system security levels. The security level classification 
is primarily based on the availability and reporting of the 
FAR, which reflects the system’s ability to prevent 
unauthorized access. The security level classification 
does not imply relative superiority, but rather reflects 
the availability of verifiable security metrics reported in 
each study.Based on the comparison, the study by 
Gaur et al. [52], which employed a combination of LBP, 
PCA, and KNN, achieved an accuracy of 91.0% on a 
desktop platform with real-time capability. However, its 
security level is categorized as moderate, as no explicit 
FAR or unauthorized access rejection metrics were 
reported, and therefore, its security performance 
cannot be quantitatively verified.  Similarly, the 
Random Forest-based approach proposed by 
Amirgaliyev et al. [53] demonstrated an increased 
accuracy of 96.1%, but it is also categorized as having 
moderate security due to the absence of explicitly 
reported FAR or equivalent security evaluation metrics. 

The deep learning-based approach used by 
Prasanna et al. [54], which combined MTCNN and 
Softmax CNN, achieved an accuracy of 95.0% with 
real-time support on embedded and PC platforms. 
However, the system still relied on softmax-based 
classification and did not explicitly report security-
oriented evaluation metrics such as FAR, making its 

resistance to unauthorized access difficult to verify. In 
this study, the combination of MTCNN, FaceNet, and 
SVM was implemented on an edge device (Mini PC) 
and achieved an accuracy of 96.25%, comparable to or 
exceeding previous studies. The main advantage of the 
proposed system lies in its security level, demonstrated 
by a FAR of 0%, indicating that no unauthorized access 
was accepted during evaluation. This allows the 
system to be categorized as having a high security 
level. Moreover, the edge implementation shows that 
the system can operate in real time without relying on 
cloud computing, thereby enhancing both reliability and 
data security. Therefore, this comparative analysis 
indicates that the proposed system is not only 
competitive in terms of accuracy but also provides a 
more clearly verifiable level of security performance 
and readiness for deployment in real operational 
environments. This classification ensures a more 
transparent and objective comparison of system 
security across different studies. 

Despite the experimental results demonstrating 
stable performance across the conducted testing 
scenarios, this study has several limitations that should 
be noted. The dataset used consists of a relatively 
small number of subjects (25 personnel) and was 
collected in a controlled environment tailored to the 
context of weapon storage access, and thus does not 
fully represent broader real-world variations such as 

Table 8. Comparison of Performance and Operational Characteristics 

Study Method Device/Platform Accuracy 
Real-
time 

Security Level 

[52] LBP + PCA + KNN Desktop PC 91.0% Y Moderate 

[53] Random Forest Desktop PC 96.1% Y Moderate 

[54] MTCNN + Softmax CNN Embedded/PC 95.0% Y Moderate 

This 
Study 

MTCNN+FaceNet+SVM Edge (Mini PC) 96.25% Y High 
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extreme lighting conditions, heavy occlusion, and 
significant appearance changes. To mitigate these 
limitations, data were collected across multiple 
sessions under varied conditions and with diverse 
facial attributes, although cross-environment 
generalization still requires further validation. 
Additionally, the current system does not yet integrate 
liveness detection or anti-spoofing mechanisms to 
protect against presentation attacks, and 
computational evaluation was performed on a single 
edge device configuration. Future research will focus 
on using larger and more diverse datasets, testing 
broader attack scenarios, benchmarking across 
multiple devices, and integrating presentation attack 
detection modules to enhance the robustness and 
generalization capability of the system. 

 

VI. Conclusion 

This study successfully designed and implemented a 
face recognition-based access control system for 
weapon storage facilities by integrating MTCNN for 
face detection, FaceNet for feature extraction, and 
SVM for identity classification, evaluated under real 
operational conditions, including variations in lighting, 
camera distance, and facial attributes. The 
experimental results demonstrated reliable 
performance with an accuracy of 96.25%, precision of 
100%, recall of 92.50%, and F1-score of 96.11%, while 
achieving a False Acceptance Rate (FAR) of 0% and a 
False Rejection Rate (FRR) of 7.50%, indicating strong 
security performance suitable for high-risk 
environments. The system, implemented on an edge-
based mini PC, also achieved real-time operation with 
a stable response time, demonstrating its feasibility for 
deployment in weapon storage security applications. 
Compared with previous studies, the proposed system 
achieves competitive accuracy while improving 
security performance and operational readiness. For 
future work, enhancements will focus on integrating 
liveness detection or anti-spoofing mechanisms, 
expanding dataset diversity and data augmentation 
strategies, implementing adaptive thresholding for 
dynamic FAR-FRR optimization, evaluating 
performance across multiple edge devices, and 
exploring multimodal approaches using infrared or 
thermal sensors to improve robustness under extreme 
operational conditions. 
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